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Abstract - The increasing growth of Android phones, due to its openness and popularity also calls for the increase in attacks.

A very keen and intellectual study proves that Android users can easily be hacked with the existing single time permission

approval system. Once approved, an application can access all the resources requested as permissions, at any time according

to the code integrated into it. The permissions shown at installation time totally depends on the users privacy preference. An

application rated riskier by a particular privacy rating software may not be riskier in the eyes of a user who is already

decided to install this application. So in order to provide a clear cut idea about how an application will harm him or what are

the risks involved in an application compared to the other top rated clean applications in the same category, we propose a

security system, which involves a combination of static and dynamic risk analysis of Android applications. The proposed

system allows its users to install a riskier application rated by static analyzer, and review it with a help of dynamic analyzer,

which monitors application activity handling permissions.
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I. INTRODUCTION

Mobile devices are now a very part of our lives, with the
evolution in them they now act as ubiquitous devices. With
increasing in the use of mobiles there is large number of
mobile apps coming in to the market, most of which provide
same kind of functionality. Classification of these apps will
play an important role not only to the user in order to search
the required app easily but also we can have the analysis of
the user references which can help the intellectual services
like app recommendation, user segmentation, target
advertising etc. But the information we get from the app
directly is very limited and also ambiguous. Though in the
app store the apps are associated with the predefined tags or
Meta in- formation about them and this information is used
for recognizing their latent semantic meanings. However this
data may be difficult to obtain from the third party services
when there are multiple app delivering channels and it is not
able in identifying the source. Also the tags do many times
provide the actual latent semantic meaning of the app, like in
the app store of nokia the app called \safe 360" is placed in
the category of \business" which too general[1]. Apart from
providing the facility of communication mobiles are used for
various other services like location searching, camera, storing
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the data, emails, SMS etc thus they include the personal and
sensitive information. This makes their security as more
important issue as many of these apps are coming from some
unknown vendors as with the tools available it becomes easy
to create the mobile apps with little knowledge. The security
mechanism provided by the android is in stand-alone fashion
[2], i.e. before the app is installed it just gives the list of
permissions the app will be accessing and leaves the decision
of trusting the app on the user. But to make this decision it is
requires that the user should have the some technical
knowledge and also as this request of permission comes for
every app user’s lose interest in this warning, they ignore it
and mostly make their decisions based on the reviews and
ratings. This error in decision making threatens the security of
the personal and sensitive information present in mobiles. In
order to effectively solve the above two issues and to have a
more improved classification of the mobile apps we are
proposing a system in which the classification of the apps will
be done by exploiting all the contextual features like
information from the labels (app name), information from the
web search engine (snippets) and the contextual usage history
of the app collected from the users usage record. By
integrating all these features together will give us a more
improved and accurate classification of the apps. Then in
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order to improve the security mechanism, we will be
exploiting the list of permissions the app requests the user and
based on that will calculate their risk score, i.e. if the app is
requesting some critical permissions that are rarely requested
by the apps in the same category as the app, then the app will
be labeled as risky. The risk score will be given in a simple
manner to the user just like we have ratings of the apps i.e. in
easy to understand manner. So that the user will have another
metric to use while selecting the app and to protect their data
from malicious apps.

Il. LITERATURE SURVEY

We study how to effectively evaluate the risk of mobile
applications, with a focus on the Android platform. The
Android platform has emerged as one of the fastest growing
operating systems. In May 2013 Google Inc. announced that
900 million Android devices have been activated.
Additionally Google Play (formerly known as Android
Market) crossed more than 48 billion downloads, and is now
averaging about 2.5 billion downloads per month. Such a
wide user base, coupled with ease of developing and
distributing applications, makes Android an attractive target
for malicious developers that seek personal gain while costing
users’ money and invading users’ privacy. One of Android’s
main defense mechanisms against malicious apps is a risk
communication mechanism which warns the user about the
permissions an app requires before the app is installed by the
user, trusting that the user will make the right decision. The
specific approach used in Android has been shown to be
ineffective at informing users about potential risks. The
majority of Android apps request multiple permissions. When
a user sees what appears to be the same warning message for
almost every app, warnings quickly lose any effectiveness as
the users are conditioned to ignore such warnings.

A.Z. Brooder et al [3],proposed to build a robust query
classification system which will identify thousands of query
classes with reasonable accuracy. Blind feedback technique is
used i.e given a query its topic is determined by classifying
the web search results retrieved by the query. Top related
search results of the query are obtained from web search
engine.

X. H. Phan et al.[5],proposed to leveraged the hidden topics
to improve the representation of the short and sparse text for
classification. Here semantic topics are the additional textual
features integrated with the words to improve the
classification.

M. Sahami and T.D. Heilman [4], proposed an approach for
measuring the similarity between the short text snippets by
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exploiting the web search engine to provide greater context
for the short texts.

H. Ma, H.Cao ,0.Yang ,E.Chen and J.Tian [6],proposed an
approach which lever- ages search snippets to build vector
space for both app usage and categories and classifies the app
usage records using the cosine space distance.

W.Enack et al [8],proposed a tracking system for real time
privacy monitoring on smartphones. here it informs the user
when the application may be trying to send sensitive data o_
the phone. But it does not defend against the security and
monetary focused malware which send out spam or create
premium SMS messages without accessing private
information.

E. Chin et al [7], conducted a user study to gain insight into
user perceptions of smart phone security and installation
habits. Where it found that users don’t focus on the
permissions during the app browsing and installation, they
relay on the user rating and reviews while selecting the app.

A.P.Felt et al [9],uses static analysis to determine if an
android app is over privileged, i.e if the is requesting for the
permissions it never used .they found in the result that out of
the 940 applications one third of the apps are Over privileged.

I1l. SYSTEM ARCHITECTURE

Classification of the apps but it is still not completely accurate
like in the nokia store it is found that the app called \safe360"
which is a app for security is classified in \business" category
which is too general, as under this \business" category it can
be further classified as \security" . Then again with large
number of apps coming in the market from various unknown
vendors, it is found that many of these apps are malicious,
requesting for the access to personal and sensitive data. The
defense mechanism of android is found to be in stand-alone
fashion i.e. it only warns the user of the list of permissions the
app will request and considers that the user will make the
appropriate decision. As these warnings come for every app,
user ignores them and this causes a threat to any personal or
sensitive data present in the mobile. To overcome these
problems mentioned above a system can be implemented
which will not only classify the data more accurately but will
also give the analysis of the risk the app will have in an easy
manner like that of ratings which will be easy to understand
and make appropriate decision.

We thus propose the concept of risk scoring functions. Such a
function assigns to each app a numerical score, which
indicates how risky the app is. This approach presents
“comparative” risk information, i.e., each app’s risk is
presented in a way so that it can be easily compared to other
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apps. Given a risk scoring function, one can construct a risk
signal by choosing a threshold above which the signal is
raised. However, we believe that it is better to use a risk
scoring function for risk communication in the following way.
Given this function, one can compute a risk ranking for each
app, identifying the percentile of the app in terms of its risk
score. This percentile number has a well defined and easy-to-
understand meaning. Users can appreciate the difference
between an app ranked in the top 1 percent group versus one
in the bottom 50 percent. This ranking can be presented in a
more user-friendly fashion, e.g., translated into categorical
values such as high risk, medium risk, low risk, and very low
risk. An important feature of the mobile app ecosystem is that
users often have choices and alternatives when choosing a
mobile application. If the user knows that one app is
significantly more risky than another with similar
functionality, then that may cause the user to choose the less
risky one. Such an approach complements well other
approaches that try to identify malicious apps. After malicious
apps are removed, the remaining ones can be ranked
according to their risks.
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Fig. 1 System Architecture

A. Internal software data structure

APP processing & hierarchical feature extraction are been
used for internal data structure.

B. Global data structure
Real time Apps are been used as global datastructure.

C. Temporary data structure
App layered Features.
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D. ALGORITHM

Algorithm: To extract app
permission.

Input: apk files

Output: List of permissions
the app extracts

IV. RESULT ANALYSIS
A. Category

. Category

Fig 2 Categorise

This is the first page of application it contains all types of
applications. There will be several number of application
which we categorise in different category.

B. Apps:

¥ Apps

HSquareDroid
HSquareDroid1
Agriculture
AmazonShopping
ColorQrcCode
CriminalSystemN
Dictionary
FakeNote(Admin)
FakeNMote
Frauddlurrency
hike

Kid Mode
Kumbhmela
MiniProject
Plantleaves(Admin)

Fig 3 Apps
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It contains applications which belongs to specific category. E. Permission form

C. Risk Calculate App . Play Store

uses—permission ahdroid:name="android.permission. ACCES

Play Store
» =l S_FINE_LOCATION” /

uses—permission android:name="android.permission.ACCE
SS_COARSE_LOCATION” /

uses—permission
android:name="andreid.permission. INTERNET” /

Low Risk Grater than 0 and Less

uses—permission
Than Egal to 3

android:name="android.permission.SEND_SMS” /

Medium Risk Grater than 3 and Less -
Than Eqal to 7 uses—permission
android;name="android,permission,RECEIVE_SMS” /
High Risk Grater than 7 and Less
Than Eqal to 10 uses—permission

android:name="android.permission,CALL_PHONE” /
uses—permission android:name="android.permission, ACCE

hj 3S_NETWORK_STATE” /
uses-permission

Apk name : hike android;name="android.permission, GET_TASKS” /

Risk Score ; 7

Description s

Risk Factor : Medium Risk

uses—-permission android:name="android.permission.WRITE
_EXTERNAL_STORAGE” /

uses-permission
android:name="androeid.permission. VIBRATE" /

uses—permission android:name="android.permission.ACCE
. . SS FINE LOCATTON” /
Fig 4. Risk Calculate App

Here we calculate the risk of the application and also we
classified this risk between low, medium and high. And we
also calculate the risk factor between 0 to 10 range.

Fig. 6 Permission form

It’s a accept process which will be done on user permission.
D. Malwar Detection App F. Display Information

=) i O.d.d = 10:41
- ®. Play Store
. Play Store i

Low Risk Grater than O and Less
Than Eqgal to 3

Medium Risk Grater than 3 and Less
Than Eqgalto 7

High Risk Grater than 7 and Less
Than Eqgal to 10

[ o e
Apk name : FraudCurrency
Risk Score: 11
Description : A general purpose Application

Fig. 5 Malwar Detection App

Here we shows the malware detection to the user if they are
detected. On this basis user can decide whether he download
the application or not.

Fig. 7 Display Information

This is the last page or form. Here it display all information
about the application. And finally user can download the
application on its own decision.
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Fig. 8 Accuracy Graph

We had shown the bars of testing accuracy with respect to
risk in apps of all above approaches in Fig. above, where
training accuracy denotes the classification accuracy of the
Apps on the training data. Similarly to the bars of log
likelihood, we can observe that the training accuracy bars of
all approaches converge quickly and Proposed can achieve a
high testing accuracy than existing system.

V. CONCLUSION

We discuss the importance of effectively communicating the
risk of an application to users, and propose several methods
to rate this risk. We test these methods on large real-world
data sets to understand each method’s ability to assign risk to
applications. One effective method is the RSS method which
has several advantages. It is monotonic, and can provide
feedback as to why risk is high for a specific app and how a
developer could reduce that risk. It performs well in
identifying most current malware apps as high risk. This
method allows for highly critical permissions and less-critical
permissions to affect the overall score in an easy to
understand way, making it more intuitive as well as difficult
to evade when compared with other models.
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