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Abstract: Cloud computing is known as “Utility”. Cloud Computing enabling users to remotely store their data in a server

and provide services on-demand. Since this new computing technology requires user to entrust their valuable data to cloud

providers, there have been increasing security and privacy concerns on outsourced data. We can increase security on access

of the data in the cloud. However there are security concerns on outsourced data as the cloud servers are treated as

untrusted. To overcome this problem many Attribute Based Encryption (ABE) techniques came into existence for secure

access control. These techniques suffer from problems in implementing flexible access control mechanisms. A hierarchical

attribute based solution which provides fine grained access control besides making it scalable. In this paper we implement

this security scheme and build a prototype application that demonstrates the proof of concept. The empirical results revealed

encouraging results.
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I. INTRODUCTION

Cloud computing has emerged as one of the most influential
paradigms in the IT industry inrecent years. Since this new
computing technology requires users to entrust their valuable
datato cloud providers, there have been increasing security and
privacy concerns on outsourced data. Several schemes
employing attribute-based encryption (ABE) have been
proposed for access control of outsourced data in cloud
computing; however, most of them suffer from inflexibility in
implementing complex access control policies. In order to
realize scalable, flexible, and fine-grained access control of
outsourced data in cloud computing, in this paper, we propose
hierarchical attribute-set-based encryption (HASBE) by
extending cipher text policy attribute set- based encryption
(ASBE) with a hierarchical structure of users. The proposed
scheme not only achieves scalability due to its hierarchical
structure, but also inherits flexibility and fine grained access
control in supporting compound attributes of ASBE. Data
confidentiality is not the only security requirement. Flexible
and fine-grained access control is also strongly desired in the
service-oriented cloud computing model. A health-care
information system on a cloud is required to restrict access of
protected medical records to eligible doctors and a customer
relation management system running on a cloud may allow
access of customer information to high-level executives of the
company only. In these cases, access control of sensitive data
is either required by legislation (e.g., HIPAA) or company
regulations. Access control is a classic security topic which
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dates back to the 1960s or early 1970s [9], and various access
control models have been proposed since then. Among them,
Bell-La Padula (BLP) [10] and BiBa [11] are two famous
security models. To achieve flexible and fine-grained access
control, a numbers of schemes [12]-[15] have been proposed
more recently. Unfortunately, these schemes are only
applicable to systems in which data owners and the service
providers are within the same trusted domain. Since data
owners and service providers are usually not in the same
trusted domain in cloud computing, a new access control
scheme employing attributed-based encryption [16] is
proposed by Yu et al. [17], which adopts the so-called key-
policy attribute-based encryption (KP-ABE) to enforce fine-
grained access control. However, this scheme falls short of
flexibility in attribute management and lacks scalability in
dealing with multiple-levels of attribute authorities. We note
that in contrast to KP-ABE, cipher text-policy ABE (CP-
ABE)[18] turns out to be well suited for access control due to
its expressiveness in describing access control policies. In
addition, HASBE employs multiple value assignments for
access expiration time to deal with user revocation more
efficiently than existing schemes. We formally prove the
security of HASBE based on security of the cipher text-policy
attribute-based encryption (CP-ABE) scheme by Bethencourt
et al. and analyze its performance and computational
complexity. We implement our scheme and show that it is
both efficient and flexible in dealing with access control for
outsourced data in cloud computing with comprehensive
experiments.
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Il. RELATED WORK

Cloud computing is the use of computing resources (hardware
and software) that are delivered as a service over a network
(typically the Internet). The name comes from the common
use of a cloud shaped symbol as an abstraction for the
complex infrastructure it contains in system diagrams. Cloud
computing entrusts remote services with a user's data, software
and computation. Cloud computing consists of hardware and
software resources made available on the Internet as managed
third-party services. These services typically provide access to
advanced software applications and high-end networks of
server computers. The goal of cloud computing is to apply
traditional supercomputing, or high-performance computing
power, normally used by military and research facilities, to
perform tens of trillions of computations per second, in
consumer-oriented applications such as financial portfolios, to
deliver personalized information, to provide data storage or to
power large, immersive computer games power large,
immersive computer games. Cloud computing is recognized as
an alternative to traditional information technology due to its
intrinsic resource-sharing and low-maintenance
characteristics. In cloud computing, the cloud service
providers (CSPs), such as Amazon, are able to deliver various
services to cloud users with the help of powerful datacenters.
By migrating the local data management systems into cloud
servers, users can enjoy high-quality services and save
significant investments on their local infrastructures. However,
the complexities of user participation and revocation in these
schemes are linearly increasing with the number of data
owners and the number of revoked users, respectively. By
setting a group with a single attribute, Lu et al. Proposed:a
secure provenance scheme based on the cipher text-policy
attribute-based encryption technique, which allows any
member in a group to share data with others. However, the
issue of user revocation is not addressed in their scheme. Yu et
al. presented a scalable and fine-grained data access control
scheme in cloud computing based on the key policy attribute-
based encryption (KP-ABE) technique. Unfortunately, the
single- owner manner hinders the adoption of their

I11. PROPOSED SYSTEM

To achieve the reliable and scalable The objective of this work
is to expand HASBE scheme is to realize scalable, supple, and
fine grained access control in cloud computing. The HASBE
method flawlessly integrates a hierarchical structure of scheme
customers by concerning an allocation algorithm to ASBE.
HASBE not only maintains compound attributes due to
flexible attribute set combinations, but also attains efficient
user revocation because of multiple value assignments of
attributes. We properly proved the security of HASBE based
on the security of CP ABE. To end with, we realized the
suggested proposal, and accomplished complete performance
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analysis and evaluation, which demonstrated its effectiveness
and benefits over obtainable schemes. The scope of the project
is to build up a new computing technology necessitates users
to hand over their precious data to cloud providers, thereby
raising safety and confidentiality concerns on outsourced data.
Several methods utilizing attribute based encryption (ABE)
have been proposed for access control of outsourced data in
cloud computing; though, most of them suffer from hardness
in implementing complex access control policies. Even though
the great profits brought by cloud. In this method we are
further presenting how we are managing the risks like failure
of group manager by increasing the number of backup group
manager, hanging of group manager in case number of
requests more by sharing the workload in multiple group
managers. This method claims required efficiency, scalability
and most importantly reliability.

To provide the best solutions for the problems imposed by
existing methods, recently the new method was presented
called [1]. This approach presents the design of secure data
sharing scheme, , for dynamic groups in an untrusted cloud.
In, a user is able to share data with others in the group without
revealing identity privacy to the cloud. Additionally, it
supports efficient user revocation and new user joining. More
specially, efficient user revocation can be achieved through a
public revocation list without updating the private keys of the
remaining users, and new users can directly decrypt files
stored in the cloud before their participation. Moreover, the
storage overhead and the encryption computation cost are
constant. Therefore practically in all cases outperforms the
existing methods.

IV. RESULT AND ANALYSIS

Certificate Authority

L Gekt User Details |

User Name abc
| GeneratelD | 2512
| Check Valid User | [\
L Send User | L Send AA |

L Get Revoked User Details |

Fig 2.Certificate Authority

In this user can generate 1D and check valid user or not and
send details to AA.
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Fig. 1 System Diagram

Register Attribute Authority

User name An]

User ID 119 | Generateid |

| GetAAName | I

| Send AA ] ( GO |

Fig 3.Register Attribute Authority
In this Register his ID and get AA Name and send to AA.

Attribute Revocation

Client Attribute Revocation

User Name abc

User ID 2512

Attribute [Student ] | GetData |
FileName [sampler |5

revoke user [saravana = |7

| EncryptbData | | Send To Cloud | N

Fig 4.Client Attribute Revocation
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In this figure client can set his attribute Revocation.

- Reglstration Form
Registration Form

Name Saravana

Gender Male ® Female -

Password e

Date Of Birth 5 [ 7 1 1987 DD/MM/YYYY

Mobile Number 6785054321

E-mail iravana@gmail.com [

Area Trichy

State |Tamil Nadu v

Nationality Indian

Qualification L B.E L ME o M.B.A [ Ph.D | B.Sc

L Msc O B.D.S 0 MmDs

| Register get Key |

Fig 5.Client Registration
Here Client will Register all Field Name, Gender, DOB,
Mobile, Email, State And Also Qualification.

V. CONCLUSION

A revocable multi-authority CP-ABE scheme can support
efficient attribute revocation. Then, we constructed an
effective data access control scheme for multi-authority cloud
storage systems. The revocable multi-authority CP-ABE is a
promising technique, which can be applied in any remote
storage systems and online social networks etc. In conclusion,
cloud computing is very attractive environment for business
world in term of providing required services in a very cost
effective way. However, assuring and enhancing security and
privacy practices will attract more enterprises to world of the
cloud computing In Thus to achieve the reliable and scalable
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In this paper, we introduced the HASBE scheme for realizing
scalable, flexible, and fine-grained access control in cloud
computing. The HASBE scheme seamlessly incorporates a
hierarchical structure of system users by applying a delegation
algorithm to ASBE. HASBE not only supports compound
attributes due to flexible attribute set combinations, but also
achieves efficient user revocation because of multiple value
assignments of attributes. We formally proved the security of
HASBE based on the security of CP-ABE by Bethencourt et
al.. Finally, we implemented the proposed scheme, and
conducted comprehensive performance analysis and
evaluation, which showed its efficiency and advantages over
existing schemes.
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