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Abstract - The advancement of cloud computing services is growing rapidly proportional to the rate at which organizations 

are outsourcing their computations and idle resources. Even if shifting to cloud platforms is an appealing trend from 

financial aspect, there are many other issue which has to be considered before adopting this technology. One of the 

important threat is privacy and security. Once the user outsource data, it is no more in his control. It is with third party 

cloud service provider. Aiming to give the better understanding, this paper systematically reviews the possible threats to 

outsourced data at various stages of data life cycle. Paper identify and classify major security threats and focuses on 

confidentiality as a major concern in the outsourced environment. Recent work in searchable encryption is discussed in 

detail. 
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I. INTRODUCTION
1
 

Cloud computing enables on demand access to shared pool of 

resources like hardware, software, storage, services etc. 

Google has introduced the concept of cloud computing. Cloud 

computing uses various underlined technologies like parallel 

computing, grid computing, distributed computing and 

virtualization technologies [1]. Cloud utilizes IT resources, 

data and application and convert into resources, which are 

used by customers or end users in the form of services through 

the Internet. The main aim of cloud computing is to use the 

large number of computing resources linked by the Internet 

and ease the job of client by relieving him  from the work of  

maintenance. With this clients can enjoy the powerful 

computing ability provided by the cloud. Major IT 

manufactures like Amazon, Microsoft, Yahoo, Intel, and IBM 

[2] have started their own cloud platform.    

A. Prototype of Cloud Computing 

Cloud computing services are divided into three main services, 

Infrastructure as a Service (IaaS), Platform as a Service (PaaS) 

and Software as a Service (SaaS) [3] as shown in Figure 1. 

 Infrastructure as a Service  

Infrastructure as a service model offers large set of storage and 

computational environment. 

 

 
 

Through virtualization, which is a major feature provided by 

cloud service provider, resources like storage, computation can 

be divided, resized and allocated to customers as per their need 

[3]. 

 
Figure 1 Types of cloud service 

 Platform as a Service 

Cloud systems propose vital facility by providing software as a 

platform on which systems run. The requirement of the 

hardware resources commanded by customers is made 

available in transparent manner [4]. 
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 Software as a Service 

Many of the times customers require software for some 

particular period of time. Buying a license copy may load on 

organizational budget. By using software as service users do 

not have to purchase the software and can use as required. 

Figure 2 shows top ten technology priorities. It is very clear 

from this that cloud computing is gaining more popularity 

because of its practicality [5]. 

 

Figure 2 Top ten technology priorities  

II. SIGNIFICANCE OF SECURITY IN CLOUD 

COMPUTING 

As per the IDC (International Data Corporation) report cloud 

computing is the first choice among the organizations because 

of its flexibility and usability aspect. Figure 3 shows that the 

security is the major concern among all available issues   in 

cloud computing. Hence it is very necessary to provide and 

discuss the problems and possible solutions [6]. 

 
Figure 3 Cloud security survey 

III. NEED OF DATA OUTSOURCING  

One of the commonly used outsourced data case study is EHR 

(Electronic health care record) Patient’s health care data.  

Healthcare organizations (HCOs) are expected to provide new 

and improved patient care capabilities while healthcare cost is 

increasing. Several healthcare providers and insurance 

companies today use one or the other form of electronic 

medical record systems. Usually, a patient may have many 

healthcare service providers including primary care physicians, 

specialists, and therapists. In addition, a patient may enroll 

with various health insurance companies for different kind of 

insurances for e.g. dental, vision, skin [7]. Consequently, the 

EHR of a patient may exist at different places in the healthcare 

community organization. From the clinical standpoint, it is 

important to access the up-to-date integrated patient health 

information [8]. However, sharing and integration of the 

EHRs, that are managed by several healthcare providers is 

slow and costly [7] and requires effective, secure, and low cost 

mechanisms to share EHRs among several healthcare 

providers.  

The requirements for storage and continuous availability of e-

Health data necessitate the use of the cloud computing [9]. 

Cloud computing is emerging as a promising paradigm for 

computing. The cloud-computing model shifts the computing 

infrastructure to third-party service providers that is able to 

manage software and hardware resources with substantial cost 

reductions [10]. Cloud computing has shown great potential to 

enhance collaboration among different healthcare 

organizations and to fulfil the common requirements, such as 

scale, agility, cost effectiveness, and availability [11].   

Moreover, migration of patient health records to the cloud 

storage relieves the healthcare providers from the 

infrastructure management tasks and thus reduces the 

maintenance cost [12], [13]. The health data can further be 

extracted from different databases for treatments and other 

analytical purposes.  

Data maintained in a cloud which contains personal health 

records of patients like blood pressure (BP), breathing rate, 

blood glucose, X-rays, MRIs, Electrocardiograms (ECG), scan 

images, DNA reports etc. requires the proper safeguards to 

prevent disclosure, compromise or misuse. 

IV. THREATS AT VARIOUS STAGES OF DATA LIFE 

CYCLE 

Data is an extremely vital asset to any business. It goes through 

various stages and at every stage it has different threats. Figure 

4 shows different phases through which data passes. Data may 

jump through all these stages.it is not compulsory that it passes 

through all phases [14]. 
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Figure 4 Data Life cycle 

1. Create-When a data is newly generated or existing available 

data is updated. 

2. Store-Data is kept or saved in some achieve. Generally this 

phase occurs after data passes through create phase.  

3. Use-In this phase data is operated, utilized or viewed. 

4. Share-Data is shared between customers or users or owners. 

5. Archive-Data is back up and will not be the part of current 

storage system. This data is also called as historical data which 

may be used for any analysis. 

6. Destroy-Data is permanently deleted by using physical or 

electronic means. 

At every stage data has different threats. These threats are 

summarized in table 1. 

Data security in cloud computing can be categorized in to 

following classes: 

 Data –in-transit: 

The data in transit mode is secured by using various encryption 

algorithm. Some network protocols not only provide 

confidentiality but also provides integrity for e.g.   Hyper Text 

Transfer Protocol Secure [HTTPS], File Transfer Protocol 

Secure [FTPS] and Secure Copy Program [SCP]. These 

protocols are used to transfer data securely across the internet. 

 

 Data-at-rest 

To protect the data at rest encryption is the best solution. But 

this would prevent owner from indexing and searching of that 

data. 

 

 Processing of data : 

For processing the data it must not be encrypted. Data is in 

unencrypted form for this phase .But there are some Modern 

cryptographic techniques that   allows to process the data 

without decrypting it e.g. Functional encryption, 

Homomorphic encryption. 

 

 Data lineage 

How data flows in the system i.e. recording the path of data is 

called is data lineage. Lineage is necessary for compliance 

purposes. It means that keeping a track of data flow in the 

system. 

 

 Data Provenance 

 Data provenance means checking integrity of the data. It 

means accounting the data from its origin or creation to the 

current state. 

 

 Data Remanence 

Data remanence is the data present on storage device due to 

incomplete deletion .It can cause a serious threat to 

organizations. Cloud service providers are not paying much 

attention to this issue [15]. 

Data Security Life 

cycle stages 
Data security in cloud computing 

Create Not Applicable 

Store Data at rest 

Archive Data at rest 

Use Processing of Data 

Share 
Data in transit, Data lineage, Data 

provenance 

Destroy Data Remanence 

Table 1: Relation between data life cycle and classes of data security on 

the cloud 

V. SECURITY ISSUES OF DATA IN OUTSOURCED 

ENVIRONMENT 

Cloud Computing shifts the database and application software 

to the outside data centers. These data centers are 

geographically distributed and hence administration of 

software and databases may not be fully trustworthy [15]. 

Trust management: Trust management is defined as reliance on 

the integrity, strength, ability and surety of a person or thing. 

Entrust your data on to a third party who is providing cloud 

services is an issue. Some of the important security issues are 

shown in figure 5. 

 

i. Data location and Relocation: Cloud technology proposes a 

high data mobility because of geographically separated data 

centers.  Customers are not aware of location of their data 

[15].  
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ii. Data integrity: Data integrity is an important feature which 

must be implemented by any secure system. This ensures that 

customer’s valuable data is not tampered during the course of 

agreement [15]. 

 

iii. Data recovery: There can be the incidences like server 

failure or natural calamity at data center. This may cause loss 

of customer’s important data. To avoid these problems 

customer’s data is maintained by implementing various mirror 

servers. So even though any server is damaged data can be 

recovered from its mirror location. Cloud users can also keep a 

backup of critical data on a local computer. 

 

iv. Data Backup:  Many cloud services now a days allows their 

users to take back up of their data through regular downloads. 

Many service providers are also allowing data dumps on 

storage media. 

 

 v. Data Portability and Conversion:  

Many times customers have issues like changing service 

provider which may cause difficulty in shifting the data. 

Converting and shifting data is largely dependent on service 

provider’s retrieval format [16]. 

 

vi. Access Control 

Access control consist of both authentication and 

authorization. Cloud service provider implies very poor 

authentication mechanism like using username and password. 

Advanced authentication techniques must be implemented by 

cloud service provider in order to sustain today’s attacks. 

 

vii. Confidentiality 

Resources must be accessed by authorized entities. This 

important feature of secure system is called as confidentiality. 

This property of secure system makes sure that resources are 

accessed for reading, writing or viewing by authorized people 

only Data stored on the cloud could be compromised by the 

cloud computing provider, or by other customers of the 

provider, who could be competitors. Customers are unaware of 

the data processing practices that take place in the cloud. 

 

Cloud providers employ data mining techniques, which extract 

information or patterns from large amounts of data, to improve 

the user experience and provide users with better service. This 

raises ethical and privacy concerns, especially since users are 

storing private and sensitive data on the cloud such as private 

photos. 

 

viii. Data deletion: It is another issue of concern. Since data on 

cloud is scattered geographically it is very difficult to 

guarantee that all copies of data are removed. Hence it is 

difficult to assure deletion of data [16]. 

 

ix. Data Availability 

Availability of data is an important building block of any 

secure system. The strength of cloud computing system will be 

at sake if it is not highly available. Many customers will not 

adopt cloud infrastructure if it is not highly available [16]. 

VI. CONFIDENTIALITY SOLUTION 

The important techniques used to maintain data confidentiality 

is shown in figure 6.  

A. Oblivious RAM (ORAM) 

Oblivious RAM (ORAM) technique proposed by Goldreich 

and Ostrovsky [17], permits a customer to hide its access 

pattern to far away stored data by periodically shuffling and 

enciphering data whenever they are retrieved. This is very 

important because the order of storage locations read by the 

client, tampers important sensitive information through 

statistical inference [17]. 

Figure 5 Data Security solutions in outsourced environment 
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B. Homomorphic Encryption 

Homomorphic encryption systems plays very important role in 

modern cryptography. By using this techniques we can operate 

on encrypted data without deciphering it. Whenever we 

decrypt the result of any operation, it is observed that it is 

same as if we have carried out the operation on raw data. 

 

Definition: An encryption is said to be a homomorphic, if it is 

possible to compute Enc (f (x, y)), if Enc(x) and Enc(y) is 

given. Here f indicates additive or multiplicative operation 

without use of private key. Depending upon the operations that 

allows access to raw data Homomorphic encryption is 

classified as additive Homomorphic encryption [18], [19] and 

the multiplicative Homomorphic encryption [20] , [21] . 

 
Figure 6 Confidentiality approaches 

C. Searchable Encryption (SE) 

In SE schemes, a user can outsource a collection of encrypted 

data to the server while maintaining the ability to search them. 

From the aspect of security, the privacy of documents and 

keywords is maintained. The searchable encryption has two 

variations Searchable Symmetric Encryption (SSE) and public 

key encryption with keyword search (PEKS). SSE is based on 

the private key primitive. It allows only the private key holder 

to produce cipher texts and to create trapdoors for search. 

PEKS, on the other hand, is related to the public key primitive. 

It enables a number of users who know the public key to 

produce cipher texts .The users having private key can only 

create trapdoors required for search [22]. Fast retrieval using 

hash based map structure is suggested in [23]. 

SSE and PKSE has schemes like 

1. Single keyword search 

2.  Fuzzy keyword search 

3. Conjunctive keyword search 

4. Ranked and verifiable keyword search 

Table 2 summarizes shows some of the recent advancements in 

the area of searchable encryption. All the existing techniques 

works on textual data. Future work in the area of searchable 

encryption can be handling data in various formats like image, 

video etc. 

D. Functional Encryption 

In this scheme with the help of decryption key user can learn 

the function of the encrypted information. In other words in 

this technique the authorized user holding master key can 

generate a key Sk which helps in the computation of the 

function F( k) on encrypted data. 

 More accurately, the decryptor can calculate F (k; x) by using 

key Sk provided he knows the encryption of x. This indicates 

that the security of the system ensures that no one can learn 

additional information about x [24]. 

E. Order preserving Symmetric Encryption (OPSE) 

Order preserving encryption (OPE) is a technique to make 

efficient comparisons on encrypted data without decrypting it. 

It is a deterministic symmetric encryption which produces 

cipher text which maintains numerical order of the plaintext. 

An order-preserving symmetric encryption (or OPE) technique 

is a deterministic symmetric encryption algorithm. The 

ciphertext produced by this technique ensures that numerical 

ordering of plaintext is maintained [25]. Initially OPE was 

suggested from database community Agrawal et al. [26] in 

2004 which supports range queries efficiently over encrypted 

data. 

OPE is having various schemes like random order preserving 

function (ROPF), property preserving order preserving 

function (POPF), modular order preserving encryption 

(MOPE) [25]. 

VII. CONCLUSION 

With the invention of cloud computing application software, 

databases are shifted to large data centers. These data centers 

may be located geographically at large distance. Hence 

management of data and services may not be fully trustworthy. 

In this paper we have studied need of data outsourcing and 

importance of storage security in cloud computing 

environment. Various stages of data life cycle and threats at 

these various phases are discussed. Some of the important 

security solutions related to data outsourcing are presented.  In 

this paper we discuss modern cryptographic techniques that are 

used to secure data e.g. ORAM, Homomorphic encryption etc. 

The recent work on searchable symmetric encryption is 

discussed in detail. The future work will be to enhance 

searchable encryption to achieve retrieval efficiency in terms 

of time and space. 
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Table 2: Comparative study of advancements in Searchable Encryption 
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