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Abstract—This Paper proposes use of public cloud for storing and accessing confidential data. Data confidentiality is 

assured by using hybrid encryption technique, in which the data which is stored on public cloud is encrypted twice using 

different algorithms. The different encryption algorithms used in hybrid encryption technique are AES and Blowfish. 

With the help of this method of using public cloud, the cost efficiency increases as public clouds provide many services 

such as service on demand, scalability, pay per use, inexpensive hardware set-up etc. There is a vulnerability to data 

security while using public cloud, since for confidentiality one has to rely on third party, but if hybrid encryption 

technique is used with role based access control then the vulnerability to the data confidentiality can be eliminated. 
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I. INTRODUCTION 

In current era, cloud computing is a model of information 

exchange, which is often outsourced to be stored at a third 

party, such as cloud providers. However, there have been 

wide privacy concerns that the information/data could be 

exposed to those third party servers and to unauthorized 

parties. Due to this security is a major concern in cloud 

computing.[4] 

The use of cloud computing is increasingly popular due to the 

potential cost savings from outsourcing data to the cloud 

service provider (CSP). One technique to protect the data 

from a possible untrustworthy CSP is that the data owner to 

encrypt the outsourced data. 

In the era of Google Drive and Dropbox, gone are the days 

when companies would use hard drives, religiously, for 

storage purposes. Cloud computing has replaced the archaic, 

storage tools of yesteryears with the easy to use and 

accessible anywhere, cloud. 

In a SaaS (Software as service) you are provided access to 

application services installed at a server. You don’t have to 

worry about installation, maintenance or coding of that 

software. You can access and operate the software with just 

your browser. You don’t have to download or install any kind 

of setup or OS, the software is just available for you to access 

and operate. The software maintenance or setup or help will 

be provided by SaaS providers and you will only have to pay 

for your usage.[5] 

More elaborately– This is like borrowing a reference book 

from a library. You go, read the book, return it and come 

back. i.e., you use the software available online, and that’s it. 

PaaS (platform as a service) model provides you computing 

platforms, which typically includes operating system, 

programming language execution environment, database, web 

server. Technically it is a layer on top of IaaS as the second 

thing you demand after Infrastructure is platform.[5] 

More elaborately, this is like ordering in a fast food joint like 

chipotle. You have your choice of toppings, but there are only 

a few bases for the toppings – a bowl, or burrito, or taco, etc. 

The computers that you get in a PaaS offering have a fixed 

OS and software stack. You can run your software on top of 

this. Example, you can deploy any code on top of the Google 

app engine.[5] 

IaaS( Infrastructure as service ) provides the infrastructure 

such as virtual machines and other resources like virtual-

machine disk image library, block and file-based storage, 

firewalls, load balancers, IP addresses, virtual local area 

networks etc. Infrastructure as service or IaaS is the basic 

layer in cloud computing model. 

More elaborately IaaS is analogous to buying furniture from 

Walmart. You are given all the materials, you need to build it 

yourself i.e. you are given a computer without even an OS on 

it, and you can install the OS and all the software on top of it 

as you wish.[6] 

 

Fig.1 A typical cloud environment 
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II. LITERATURE SURVEY 

Sr 

no 

Name of 

paper 

Author 

and 

publication 

Technology used 

 

Advantages 

1. ABE for 

Fine-

grained 

Data 

Access 

Control: 

 

Cong Wang 

et al., 

[Cong 

Wang et al., 

2010] 

Attribute-Based 

Encryption (ABE), a 

generalization of 

identity-based 

encryption. 

Attribute-Based 

Encryption (ABE) not 

only offers fine-

grained access control 

but also prevents 

against collusion. 

1. Encrypt 

file and 

store. 

2. Scalability 

2. An 

Efficient 

Certificate 

less 

Encryption 

for Secure 

Data 

Sharing in 

cloud 

Seung-

Hyun, 

Mohamed 

Nabeel, 

Xiaoyu 

Ding, and 

Elisa 

cryptography technique 

specifically public key 

infrastructure with 

dynamic password. 

This paper uses trusted 

third party 

establishment of the 

necessary trust level 

and provides ideal 

solutions to preserve 

the confidentiality, 

integrity. 

1 Partial 

decryption 

attacks are 

not possible. 

2. Hybrid 

encryption is 

considered a 

highly secure 

In ABE there are some disadvantages such as the encryption 

technique is poor and it has revocation problem as the private 

keys given should be updated whenever a user is revoked. 

These issues are overcome by the proposed system. 

In Efficient certificate less Encryption for secure data sharing 

in cloud has disadvantage: key escrow problem. This is also 

resolved in the proposed system. 

III. PROPOSED MODEL 

 
Fig. 2 Architectural diagram 

In this paper, we propose a framework and a set of 

mechanisms for storing data in cloud and data access control 

to store in semi-trusted servers like cloud. To store data in 

cloud, for easily achieving fine-grained data and for scalable 

data access control we leverage AES and Blowfish Algorithm 

techniques to encrypt each data file and store in cloud. 

In order to protect the data stored on a semi-trusted server, we 

adopt AES and Blowfish as the main encryption primitive. 

Using AES and Blowfish, access policies are expressed based 

on the users or data which enables to selectively share bank 

data among a set of users by encrypting the file, without need 

to know a complete list of users. 

Proposed system where each client executes an encryption 

engine that manages encryption operations on data file when 

file is stored into the cloud and, if any user requires access to 

a stored data file, user sends request to the owner of the file. 

If owner accepts user request user receives mail with the 

decryption key and by using the key user decrypts file and 

downloads. Data files are securely stored using hybrid 

encryption technique of cryptography. 

AES Algorithm 

The Advanced Encryption Standard (AES) is a symmetric-

key block cipher algorithm. The AES has three fixed 128-bit 

block ciphers with cryptographic key sizes of 128, 192 and 

256 bits. Key size is unlimited, whereas the block size 

maximum is 256 bits. The AES design is based on a 

substitution-permutation network (SPN) and does not use the 

Data Encryption Standard (DES) Feistel network. 

1. Key Expansions—round keys are derived from the cipher 

key using AES key schedule. AES requires a separate 

128-bit round key block for each round plus one more. 

2. Initial Round 

a. Add Round Key—each byte of the state is combined 

with a block of the round key using bitwise XOR. 

3. Rounds 

a. Sub Bytes—a non-linear substitution step where 

each byte is replaced with another according to 

a lookup table. 

b. Shift Rows—a transposition step where the last 

three rows of the state are shifted cyclically a certain 

number of steps. 

c. Mix Columns—a mixing operation which operates 

on the columns of the state, combining the four 

bytes in each column. 

d. Add RoundKey 

4. Final Round (no Mix Columns) 

a. Sub Bytes 

b. Shift Rows 

c. Add RoundKey. 

Blowfish Algorithm 

Blowfish is a symmetric block encryption algorithm designed 

in consideration with,  

 Fast: It encrypts data on large 32-bit microprocessors at a 

rate of 26 clock cycles per byte. 

 Compact: It can run in less than 5K of memory.  

 Simple: It uses addition, XOR, lookup table with 32-bit 

operands. 

 Secure: The key length is variable, it can be in the range of 

32~448 bits: default 128 bits key length. 

 It is suitable for applications where the key does not 

change often, like communication link or an automatic 

file encryptor. 

 Unpatented and royalty-free. 

 In the proposed system two algorithms are used in an 

efficient way: first the data is encrypted using AES 
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algorithm and then the encrypted data is again encrypted 

using Blowfish algorithm, hence degree of security 

which achieved is by the proposed system is very high. 

In the proposed system the application lets the client 

himself/herself to encrypt the data before uploading the data 

to the cloud. 

Clients of the system first have to register themselves to the 

application. Then the clients / users of the application can 

login to the system whenever required using the login feature 

as shown in figure 4. 

Clients/users of the system can upload files using file 

uploader feature of the system. Clients / users can view files, 

download files, view requests, requests for files uploaded by 

other users using various features present in the proposed 

system.

Screenshots: 

Registration 

 
Fig.3 Registration 

Upload

 

Fig. 4 Upload 

 

 

 

View and download  

 

Fig. 5 View and download 

Login  

 
Fig. 6 Login 

 

 

 

 

 

IV. CONCLUSION 

We proposed a scheme, a new method for managing access 

control Based on the encryption technique and role based 

access control. Our technique does not rely on the cloud to 

ensure confidentiality and access control correctness. We can 

ensure the confidentiality by encrypting data adaptively before 

uploading where as access control can be assessed by request 

for the key method. 
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